
mkdir	/opt/atscale/certs

cd	/opt/atscale/certs

openssl	version

OpenSSL	1.0.2k-fips		26	Jan	2017
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[req]
default_bits											=	2048
default_md													=	sha256
encrypt_key												=	no
prompt																	=	no
distinguished_name					=	subject
req_extensions									=	req_ext
x509_extensions								=	x509_ext

[	subject	]
C																						=	US
ST																					=	Florid
L																						=	Orlando
O																						=	MyOrg
OU																					=	MyOrg	Office
emailAddress											=	name@mycompany.com
CN																					=	test-server.mycompany.com

[	req_ext	]
subjectKeyIdentifier			=	hash
basicConstraints							=	CA:FALSE
keyUsage															=	digitalSignature,	keyEncipherment
extendedKeyUsage							=	serverAuth,	clientAuth
subjectAltName									=	@alternate_names
nsComment														=	"Self-Signed	SSL	Certificate"

[	x509_ext	]
subjectKeyIdentifier			=	hash
authorityKeyIdentifier	=	keyid,issuer
basicConstraints							=	CA:FALSE
keyUsage															=	digitalSignature,	keyEncipherment
extendedKeyUsage							=	serverAuth,	clientAuth
subjectAltName									=	@alternate_names
nsComment														=	"Self-Signed	SSL	Certificate"

[	alternate_names	]
DNS.1																		=	localhost
DNS.2																		=	test-server.mycompany.com
IP.1																			=	127.0.0.1

openssl	req	-config	openssl.conf	-new	-sha256	-newkey	rsa:2048	-nodes	-keyout	private.key	-x509	-days	825	-out	
certificate.crt

openssl	x509	-in	certificate.crt	-out	cert.pem



loadbalancer_dns_name:	"test-server.mycompany.com"
tls:
		enabled:	True
		certificate:	"/opt/atscale/certs/cert.pem"
		key:	"/opt/atscale/certs/private.key"
hosts:
		-	dnsname:	test-server.mycompany.com

configurator.sh

/path/to/server/certificate.pem

/path/to/server/key.pem

/opt/atscale/conf

/opt/atscale/conf/atscale.yaml

tls:
				enabled:	true
				certificate:	"/path/to/server/certificate.pem"
				key:	"/path/to/server/key.pem"

--apply

sudo	su	-	atscale
cd	/opt/atscale/versions/<package_version>
./bin/configurator.sh	--apply

atscale

configurator.sh

/opt/atscale/conf/atscale.yaml

tls custom_truststore path
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tls:
				enabled:	true
				certificate:	"/path/to/server/certificate.pem"
				key:	"/path/to/server/key.pem"
				custom_crt:
								path:	"/path/to/certificates"

--apply


